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The KYC Registry –

A Global Initiative



Driven in partnership with leading Financial Institutions

Drive
Adoption

Promote
Standards

Design
Roadmap

Validate
Features
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To date, more than 5000 financial institutions:

2,650 + in Europe, Middle East and Africa

1200 + in Asia Pacific

850 + in the Americas

200 + countries and territories worldwide

64 Central Banks & Monetary Authorities

EBRD, ADB, AfDB

Constant growth of membership



The KYC Registry – The five Pillars of Trust 

Confidential, user-control access: 2-Level access granting for:
Basic:        CDD KYC data and documents including 

2017 Wolfsberg Due Diligence Questionnaire

Extended: Additional information related to enhanced due diligence EDD 

Standardized KYC Baseline Efficient: All KYC data provided by counterparties available 

as electronic data and in same format and structure 

Up-to-date information Current: Time-stamped data and diligent update 

requirements. Any changes to client data are 

communicated to all counterparties in real-time 

Data verification by SWIFT Correct and accurate: All data is time-stamped and verified 

and validated by SWIFT compliance professionals

Cooperative business model Fair: Free upload of own KYC data, free validation and 

publication by SWIFT, unlimited number of users 

Transparent volume based pricing for consumption and 

capped maximum spend
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Category Data field (mix of mandatory, conditional and optional) Document type

I. 

Identification 

of the 

customer

• Entity names and addresses (legal name, trading name, registered address, operating 

address)

• Other entity names and addresses (local versions, previous names, formation address) 

• Legal form

• Entity information (SIC, NAICS, number of employees)

• Contact information (phone, fax, website)

• Registration information (registration number, registering authority, date of 

incorporation)

• Regulatory/supervision information (status, regulatory/supervisory authority, licence 

information)

• Proof of regulation (if applicable)

• Business licence or official authorisation to conduct financial business (if 

applicable)

• Proof of set-up/establishment (if applicable)

• Extract from registers or proof of existence

• Certificate of incorporation (if no extract)

• Certificate of change of name (if change(s) of name within the last 5 

years)

• Proof of address (if not available in other documents)

• Other

II. 

Ownership

and 

management 

structure

• Ownership type (form of organisation, stock exchange listing)

• Bearer shares information (if applicable)

• Shareholding entities – Threshold 10% (names and details)

• Trust & Foundation (address, Settlor, Trustee, beneficiaries, purpose)

• Ultimate Beneficial Owners – Threshold 10% (names and details)

• Management structure: Board of Directors, Executive Management, Supervisory Board 

(names and details)

• Auditor of annual report

• Key financial data (revenue, asset size, size of the capital, source of wealth of the 

business)

• Memorandum and/or Articles of Association

• Ownership structure

• Documentary proof of shareholding companies

• Declaration of Ultimate Beneficial Owners 

• List of shareholders

• Board of directors 

• List of senior/executive management

• Supervisory/non-executive Board (if applicable)

• Sharia Board (if applicable)

• Audited annual report

• Audited key financial statements (if no annual report)

• Functional organisational chart

• Proof of identity of UBOs and key controllers

• Proof of permanent residence of UBOs and key controllers

• Documentary evidence of source of wealth

• Proof of listing of the shareholding entity (if applicable)

• Proof of custodian’s name and address (if applicable)

• Proof of regulation of the shareholding entity (if applicable)

• List of authorised signatories

• Proof of stock exchange trading (if applicable)

• Other

Mandatory or conditional / Optional
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Category Data field (mix of mandatory, conditional and optional) Document type

III. 

Type of 

business 

and client 

base

• Type of products and services offered (cash services, correspondent clearing services, 

downstream/nested correspondent clearing services, payable-through accounts, 

anonymous accounts, wire transfers, distribution channel)

• Type of clients (segmentation and %, details about domestic and foreign banks, shell 

banks, offshore clients, MSB clients, virtual currency exchange, Payment Service 

Providers, gambling companies, non-accounts customers, 

• Geographical presence

• Geographical customer base

• Sanctions (details about current/future presence or activity with countries subject to 

comprehensive sanctions including exposure)

• Other

IV. 

Compliance

• Contact details (MLRO, Chief Compliance Officer, AML contact)

• AML questionnaire including Wolfsberg 2017 Due Diligence questionnaire 

• AML & Sanctions programme

• Anti-Bribery & Corruption (ABC)

• Policies & Procedures

• AML & Sanctions Risk Assessment

• KYC, CDD and EDD

• Monitoring & Reporting

• Payments Transparency

• Sanctions

• Training & Education

• Quality Assurance / Compliance Testing

• Audit

• Wolfsberg Group AML Questionnaire 2014 completed or equivalent

• Wolfsberg Group Due Diligence Questionnaire 2017

• Summary of AML policies/procedures or AML laws

• Detailed AML policies and procedures

• AML questionnaire of the entity (template)

• USA Patriot Act Certification completed (if applicable)

• MiFID questionnaire of the entity (template)

• Organisational chart of the Compliance department

• Response to negative statement from the press

• ISSA Financial Crime Compliance Questionnaire completed

• Bio of the MLRO

• Bio of the Chief Compliance Officer

• Other

V. 

Tax

• FATCA (status and classification, GIIN, contact)

• CRS (status, contact)

• Tax identification number and tax countries

• FATCA form completed (W-8 BEN-E or W-9, W-ECI, W-8IMY or W-8EXP)

• CRS self-certification form completed

• Other

Mandatory or conditional / Optional
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TAKE-OUTS!

YOU ARE IN CONTROL

 To access CDD/EDD 

 Who access my 

documentation?

 What I’m notified for?

 News feed
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TRUSTWORTHY

 SWIFT reviews all doc 

against regulatory/public 

resources & flag the 

docs

 Your data is NOT a 

PUBLIC DOMAIN!

 English version of Docs

 Version history

 Adverse media option

 SWIFT profile

TAKE-OUTS!
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Easy contact & no chasing

 In-chat messaging

 No reply to your 

request- SWIFT is 

contacting the bank for 

you

TAKE-OUTS!
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TRUSTWORTHY

 SWIFT reviews all doc 

against regulatory/public 

resources & flag the 

docs

 English version of Docs

 Your data is NOT a 

PUBLIC DOMAIN!

 Version history

 Adverse media option

 SWIFT profile

Easy contact & no chasing

 In-chat messaging

 No reply to your 

request- SWIFT is 

contacting the bank for 

you

TAKE-OUTS!

Done by community for the 

community

 No limitation for the 

amount of users and 

the PCs

 Registration 

&publication of docs are 

FREE

 You pay what you 

consume

 Invoice is capped

 You can fix the price!

YOU ARE IN CONTROL

 To access CDD/EDD 

 Who access my 

documentation?

 What I’m notified for?

 News feed
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FLASH NEWS!

1- You worry it will be time consuming to upload all the documents?

We can prepopulate the information for you (up to 50 %)

2- Do you think it is time consuming to access the banks info 1 per 1?

Try the bulk access request!

3- Do you think KYC will not reduce the time spent on CDD 

exchanges? 

Check out the case study from HSBC- it reduces 72 %

4- You are subscribed but you don’t know how to use the registry?

Check SWIFT smart training or we organize one online for you!
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Bulk consumption wizards – Bulk Request Step 1

Multi-steps wizards to allow Requester users to request access in bulk
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Bulk consumption wizards – Bulk Request Step 2
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Bulk consumption wizards – Bulk Request Step 3
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Bulk consumption wizards – Bulk Request Step 4
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Bulk consumption wizards – Bulk Request Step 5
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How do you filter your transactions?

Sanctions Screening



950+
Clients

200+
countries

32 
central 
banks
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Your institution

• Screening engine & user interface

• Centrally hosted and operated by SWIFT

• No local software installation & integration

• Real-time

• Sanctions List update service

Sanctions screening over SWIFT

Your correspondents
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Public Sanctions lists available
Country Description

Norway Ministry of Foreign Affairs  (MFA) list

MFA United Nations list

MFA Countries Embargoes

Singapore Monetary Authority of Singapore - Investor Alert List

Terrorism (Suppression of Financing) Act

Switzerland Secrétariat d'Etat à l'Economie

SECO Countries Embargoes

United
Kingdom

Her Majesty's Treasury

HMT Countries Embargoes

HMT Ukraine Restrictive Measures

United Nations United Nations

UN Countries Embargoes

United States 
of America

Financial Crimes Enforcement Network (FINCEN)

OFAC Specially Designated Nationals

OFAC Embargoed Countries

OFAC non-Specially Designated Nationals, including:
• OFAC Palestinian Legislative Council
• OFAC Part 561
• OFAC Foreign Sanctions Evaders
• OFAC Sectoral Sanctions Identifications
• OFAC Non-SDN Iranian Sanctions Act

Public 
sanctions lists

updated 
by SWIFT daily

45

Private lists & 
Good-guys lists 

managed 
by the users 

Country Description

Australia Department of Foreign Affairs and Trade (DFAT)

DFAT Autonomous list

DFAT Country Embargoes

Canada Office of the Superintendent of F.I. (OFSI)

OSFI - United Nations Act Sanctions

Department of Foreign Affairs and Trade (DFAIT)

DFAIT Countries Embargoes

European Union European Official Journal

EU Countries Embargoes

EU Ukraine Restrictive Measures

France Journal Officiel français

Hong Kong Hong Kong Monetary Authority (HKMA)

HKMA Countries Embargoes

Japan Ministry of Finance

Special Measures

Netherlands Frozen Assets List - Dutch Government

New Zealand New Zealand Police

China Ministry of Public Security of the PRC

Ukraine State Financial Monitoring Service of Ukraine

National Security and Defense Council

AND
4 Research-based 

ownership lists
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Report tools: 

Screening Report Audit Report: 

• Copy of each alerted 
transaction

• Hit details

• Final status

• Monthly (to be 
saved and stored)

• rtf & XML format

• Audit log of all transactions 
screened

• Audit log of all operators activity 
and decisions

• Comments

• Monthly and  weekly (since July 
2016)

• Rtf format
Quality assurance Report

• Annual quality assurance checks on effectiveness of the service

• Verifies that lists used mirror regulatory sources

• Measures exact and fuzzy matching capabilities

• Provides details on filter configuration and related impact 

• Upon request
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Sanctions Screening : Implementation options

Transparent routing of FIN 

transactions to the service 

using FIN-Copy

Few weeks for prod

One month min 

Zero*

Limited

All cat beside cat8

Connector on SAA

Limited (IPLA in SAA)

Unlimited (routing inherited from 

SAA)

Connector on Lite2

Limited (SIL and BO integration)

Unlimited (folder based 

configuration)

Copy option Connectors option
Your institution Your correspondent

1

2

3

Your institution Your correspondent

1 2

3

Scope

Flexibility 

Footprint

Timeframe

Transactions 

Screened

Granularity 

on what is filtered

Installation & 

integration

Time to 

compliance

Query/response of all transaction 

types through API call to the 

service

Screen or Screen and Send mode

Few Months

All SWIFT transaction types*

SEPA messages and any formats**

*Except MT 0xx
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Name Screening with 

Sanctions & PEPs



Introducing… 

SWIFT’s Name Screening Service

Single name & Batch 

Screening 

 Simply screen databases of 

individuals & companies 

 Built-in Workflow, Audit

Understand The Risk:
Sanctions

Sanctions Ownership Research 

Politically Exposed Persons 

Relatives & Close Associates

In partnership with: 

SWIFT-FCC-2018_update



SWIFT Name Screening Service
Single Name and Batch Screening 

Lists Details 

D
o

w
 J

o
n

e
s

 L
is

ts

Politically

Exposed 

Persons 

• PEP - Level 1 International Political:

• PEP - Level 2 International Non Political

• PEP - Level 3 National 

• PEP - Level 4 Other 

• 23 Job Categories Unique to Dow Jones 

• Coverage Guided by international regulation & guidance since 2002

• 7 of the 13 members of the Wolfsberg Group use these DJ PEP lists

• Active & Inactive PEPs

Relatives 

and close 

Associate

• RCA – Level 1

• RCA – Level 2

• RCA – Level 3 

• RCA – Level 4

• PEP links to RCAs can expose significant risk

• Primary focus for DJ’s market leading coverage

• 40 categories of relatives and close associates

Sanctions 

Ownership 

Research 

• OFAC Ukraine-related enrichments - Majority owned

• OFAC other programs-related enrichments - Majority owned

• OFAC Ukraine-related enrichments - Minority owned

• OFAC other programs-related enrichments - Minority owned

• OFAC all programs-related enrichments - all programs-related 

enrichments - Former • All companies sanctioned by the OFAC and EU Sanction programs in 

which a sanctions target (e.g. designated by the U.S., the U.K. or EU 

sanctions program) owns a minimum stake of 10% of the company 

or where an explicitly named sanctioned individual has a possible 

controlling interest (either as a member of the board or as a senior 

executive).

• Over 10,000 entities identified in more than 80 countries

• EU Majority and Affiliation Ukraine-related enrichments -

Majority owned 

• EU Majority and Affiliation other programs-related enrichments 

- Majority owned

• EU Majority and Affiliation Ukraine-related enrichments -

Minority owned

• EU Majority and Affiliation other programs-related enrichments 

- Minority owned

• EU Majority and Affiliation all programs-related enrichments -

Former

List Scope Detail

Politically Exposed Persons 

Relatives & Close Associates

Sanctions Ownership  

Other Official Lists (e.g. FBI)*

Adverse Media*

* Coming Soon

Sanctions Lists by SWIFT

- Monitored 

- Validated  

- Enriched 

- Standardised

EU

Private Lists 

• Managed by the client 

• Multiple lists each with  

10,000 entities (i.e. 1 list 

per Business Unit) 
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SWIFT Name Screening Service 
Single Name and Batch Screening 

Lists 

S
a

n
c

ti
o

n
s

 L
is

ts

US • Office of Foreign Asset Control – SDN 

• OFAC Non-SDN

•OFAC non-SDN / PLC

•OFAC non-SDN / part 561

•OFAC non-SDN / FSE

•OFAC non-SDN / SSI
•OFAC non-SDN / NS-ISA

• Financial Crime Enforcement Network

CA • Office of the Superintendent of Financial Institutions - United Nations Resolution on Iran:

•OSFI – United Nations Act sanctions – Individuals

•OSFI – United Nations Act sanctions – Entities

• Office of the Superintendent of Financial Institutions:

•OSFI – Individuals

•SFI – Entities

UN • United Nations

EMEA • European Official Journal XML

• EU Ukraine restrictive measures

• Her Majesty’s Treasury (GB HMT)

• HMT Ukraine restrictive measures (GB HMT)

• Secretariat d'Etat à l'Economie (CH SECO)

• Journal Officiel Francais

• State Financial Monitoring Service of Ukraine
• Government of the Netherlands - National terrorism list (Frozen asset list)*

• Norway Ministry of Foreign Affairs - United Sanctions Resolutions*

• Norway Ministry of Foreign Affairs *

APAC • Australian Government - Department of Foreign Affairs and Trade sanctions list

• Hong Kong Monetary Authority 
• Monetary Authority of Singapore - Investor Alert List

• Monetary Authority of Singapore – Terrorism (suppression of Financing) Act

• New Zealand Police

* Coming Q1 2018

List Scope Detail 

Politically Exposed Persons 

Relatives & Close Associates

Sanctions Ownership  

Other Official Lists (e.g. FBI)*

Adverse Media*

* Coming Soon

Sanctions Lists by SWIFT

- Monitored 

- Validated  

- Enriched 

- Standardised

EU

Private Lists 

• Managed by the client 

• Multiple lists each with  

10,000 entities (i.e. 1 list 

per Business Unit) 
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SWIFT Name Screening Service 
Single Name and Batch Screening 

Case management 

via GUI 

User(s) Interface 

authenticated via 

Secure Tokens

Timeframe 
Time to compliance

Few weeks

Footprint
Installation and Integration

Zero

Scope
Formats screened

SWIFT Predefined 
Format

System performance
Batch volume limitation

Up to 25 million 
records

Level 2Level 1

Single Entity Screening

Batch Screening* 

Delta Screening

Lists of:

Politically Exposed Persons 

Relatives & Close Associates

Sanctions Ownership  

Other Official Lists (e.g. FBI)*

Adverse Media*

* Coming Soon

Sanctions Lists by SWIFT

- Monitored 

- Validated  

- Enriched 

- Standardised

Including:

Your institution private 

lists

Retail 

Customers 

Corporate 

Customers 

Client Databases

Multiple lists 

each with 

10,000 entities

Databases

Screening Engine

Results

*ComQ1 2018, up to 10 Millions records
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Screening Group 3

Screening 

Configuration

• Lists

• Match Elimination 

• Thresholds 

Screening Group 2 

Screening 

Configuration

• Lists

• Match Elimination 

• Thresholds 

SWIFT Name Screening Service Configuration 

SWIFT Name Screening Service
SWIFT Secure Connection 

Screening results 

Branch B

Retail 

Customers 

Branch B 

Retail 

Customers 

Branch B

Level 2Level 1

Level 2Level 1

Branch A

Level 2Level 1

Business Unit 2

Business Unit 1

Business Unit 3

Branch A

Retail 

Customers 

Branch B

Corporate 

UBOs 

Screening Group 1

Screening 

Configuration

• Lists

• Match Elimination 

• Thresholds 
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Enter name Screen name Check result Investigate 

alerts
Keep track

Enter name Screen name Check results Investigate alert Keep track
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Enter name Screen name Check results Investigate alert Keep track
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Enter name Screen name Check results Investigate alert Keep track
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Enter name Screen name Check results Investigate alert Keep track
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Fraud Prevention
Detect  I  Prevent  I  Validate

2018



SWIFT’s Customer Security Programme

Customer Security 

Programme (CSP)

Launched in May 2016, 

the CSP supports all 

customer segments in 

reinforcing the security of 

their local SWIFT-related 

infrastructure

You
Secure and Protect

SWIFT Tools

Security Controls Framework

Your 

Counterparts
Prevent and Detect

Transaction Pattern 

Detection –

RMA, DVR and ‘In Flight’ 

Payment Controls

Your 

Community
Share and Prepare

Intelligence Sharing

SWIFT ISAC Portal
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The attacks on SWIFT customers have all followed the same Modus Operandi

•Attackers are well-

organised and 

sophisticated

•There is (still) no 

evidence that SWIFT’s 

network, core messaging 

services or OPCs have 

been compromised

•All Indicator of 

compromise details are 

published on the SWIFT 

Information Sharing and 

Analysis Centers (ISAC) 

portal

• Malware injected by e-mail 

phishing, USB device, rogue 

URL or insider

• Long reconnaissance 

period monitoring banks’ 

back office processes

Step 1

Attackers 

compromise 

customer's 

environment

• Keylogging / 

screenshot 

malware looking 

for valid 

account ID and 

password 

credentials

Step 2

Attackers 

obtain valid 

operator 

credentials 

• Attacker impersonate the 

operator / approver and 

submits fraudulent 

payment instructions

• May happen outside the 

normal bank working hours 

/ over public holiday

Step 3

Attackers 

submit 

fraudulent 

messages 

Gain time by:

• Deleting or manipulating 

records / log used  in 

reconciliation

• Wiping Master Boot 

Record

Attackers 

hide the 

evidence 

Step 4

SWIFT-FCC-2018_update



Fraud 

Risks 

Reputational 

Risks 

Loss of 
Trust 

| Challenges the industry faces 

SWIFT-FCC-2018_update

Insider fraud: where back-office compromise allows fraudulent payments to be sent.

Without adequate controls banks face: 



Bank

Customers

Bank

Customers

Unique Focus

Insider fraud where back-office compromise allows 

fraudulent payments to be sent.

Payment Controls

In-network fraud detection 

and prevention 

39

CSP  |  Tackling payment fraud

New type of fraud
Fraud is increasingly sophisticated and patterns are changing – moving from data theft to payment fraud

“Financial institutions and payment infrastructures are the new targets” *

 In the event of an attack, all 

systems of an institution are 

potentially compromised 

 Banks require separate 

controls to check and stop 

payments

* Source: * “2017 PAYMENT THREATS AND FRAUD TRENDS REPORT”  European Payments Council.
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Daily Validation Reports

Activity Reporting
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Activity Reporting – reports aggregate daily activity by 

message type, currency, country and counterparties with daily 

volume and value totals, maximum value of single transactions 

and comparisons to daily volume and value averages

Risk Reporting - highlights large or unusual message flows 

based on ordered lists for largest single transactions and 

largest aggregate transactions for counterparties, and a 

report on new combinations of counterparties to identify new 

relationships

REPORTING MODULE: Daily Validation Reports 

New Counterparties Reporting -

highlights any new combinations of direct and indirect 

counterparties. Makes it easy to identify new payment 

relationships that may be indicative of risk, and helps you quickly 

understand the values and volumes of the transactions involved 
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Daily Validation Reports - Homepage

Validate you daily 

inbound or outbound 

traffic
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Daily Validation Reports - Simple, standard, easily understood and powerful reporting

User selectable 

report views

Message type, currency, BIC 

and date filters

Message type and currency daily aggregates, base 

currency, largest transaction, daily averages and 

variance

Standardised report views that are 

easily understood and quickly actioned 
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How Daily Validation Reports can help identify fraud – A fictitious scenario

Attackers gain access to the back office systems of “My Bank” and send fraudulent payments.

A total of $150M in fraud is sent from “My Bank” to accounts in Bank X ($100M) and Bank Y ($50M). 

- Statements are intercepted by malware in My Bank’s environment – payment records are wrong!

- Payments to Bank X are uncharacteristic, values are usually lower!

- There have been no previous payments to Bank Y

My Bank Bank A

Bank X

Bank B Bank Y

11 fraudulent

payments 

totalling $150M

1 fraudulent

payment 

of $50M

10 fraudulent

payments 

totalling $100M

Identifies new counterparties

Validates activity

Highlights unusual payments1

2

3

1

2

3
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Validates your daily traffic

High variation in traffic 

compared to average – does 

not match records!

Currency 

report
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Make SWIFT’s Payment Controls part of your strategy for 

protecting yourself against cyber-threats.

• A unique network view of your SWIFT payment activity 

• Detect payment risks with alerting & investigation tools

• Define your own Payment & Risk policy

• Build rules based on your traffic data 

Message scope – Initially focused on FIN payment 

messages: MT103, MT202, MT202cov, MT205 & 

MT205cov

Enables your institution to:

 Control your payment processes

 Manage risk

 Ensure policies are met

ALERTING MODULE: Payment Controls  | A fraud detection & prevention tool
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SWIFT’s Payment Controls

 Real-time transaction monitoring – Proactive fraud prevention tool enables subscribers to identify and stop payments 

 In-network security – no reliance on integrity of internal systems, a unique view of your SWIFT payment activity

 Sophisticated & flexible rules, based on your real data– Supporting a safe payment network for all correspondents 

 Fast incident response – build and implement rules quickly to respond to new incidents 

Reduce 

Fraud 

Risks 

Reduce

Reputational 

Risks 

Build Trust 

Payment Controls  | Challenges the industry faces 
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Module

2

Module

1

Reporting

Alerting 

Payment Controls
2 Modules 

47

Available Now

Available Q3 2018

Activity and Risk reporting

Inbound and Outbound 

Group and/or Entity reporting

Real-time alerting/blocking 

Outbound 

Subscriber-controlled rules

Your Counterparts | Payment Controls | Confidential



Real-time monitoring overview

• Real-time, in-network monitoring:

• Payment Policy – encode institution policies & 

monitor at a network level, e.g. to prevent 

payments above certain currency thresholds 

from being conducted without additional 

review, prevent out-of-hours payments

• Risk Policy – monitor and detect 

uncharacteristic messaging activity that may 

be indicative of fraud and review or flag such 

payments

• Provides a zero-footprint, secure in-network, 

payment safety-net against payment risks

• Flexible business workflow and rule 

management

• Operating modes: alert-only / alert-hold / auto-

action

• Focused on sender controls

Message Copy & Alert

b) If Released
2

Sender Receivera) Message Hold & Alert

b) If Aborted

SWIFT Payments 

Controls 

1

2

1

SWIFT-FCC-2018_update
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1. Business hours and days

2. Currency whitelist / blacklists, 

single & aggregate payment limits

3. Country whitelist / blacklists, 

single & aggregate payment limits

4. Country & currency threshold 

combinations

5. BIC & Entity institution limits

6. New payment flows

7. Suspicious accounts

8. Uncharacteristic behaviours

Across the complete payment chain

1

GB

US

CA

CN






10M

AU

AM

KZ

IR

20M







3

2






10M



5M

4M

5

ACC:1234

7

Originator Intermediary BeneficiaryCounterparty

6

?

60M

4

8
!

Flexible parameters including:
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