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Building a Digital Europe.

Together

PRETA: Open Banking Europe
Directory Services
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Overview of Today 
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About Open Banking Europe
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Presented By
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John Broxis 

Managing Director, PRETA

• Has worked in Industry since 1997.

• Director STEP2

• Founder of MyBank

• Managing Director PRETA

• Roles within PSD2 Community:

• Member of ERPB PIS Working Group / Co Chair of Identity subgroup

• ERPB Liaison to e-Signatures and Infrastructure PSD2 Working Group

• Programme Manager for PRETA OBE

• Currently based in Paris 
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If you want to go fast, travel alone.

If you want to go far, travel together.““ ””
- African proverb

Trusted in EU

EBA Clearing & Preta 
MyBank have been 

delivering successfully 
with Banks in Europe 

for over 10 years.

Pan-EU Coverage

Preta has ability to reach all 
Countries in the EU today, 

through existing relationships, 
trust and operational 

branches.

Experts in the Market

Our SMEs are connected 
within EU for Interfaces, 

Regulatory Practices, and 
International Standards 

Organisations.

Community Led

Design Decisions made 
by consensus and priority, 
so Europe’s stakeholders 
can agree on standards 

before we all build XS2A.

Open Banking Europe
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Preta: Open Banking Europe Community 

Competent 

Authorities

& Associations

Get support for 

Regulatory Data 

Standards reviews & 

engage with EU 

dialogue on NCA 

data exchange 

procedures 

Register

NATIONAL 

AUTHORITIES

Qualified Trust 

Service Providers

Sign-up to engage 

with PSD2 Certificate 

issues and show the 

market that there are 

services available.

ASPSPs

Join fellow ASPSPs 

as a stakeholder, to 

design and implement 

pan-EU PSD2 access 

to account services.

Third Party 

Providers

Sign-up to give early 

input to Identity and 

data mechanisms that 

will help smooth XS2A 

across the EU.

SP

Solution 

Providers

Become a directory 

distributor for client 

deployments across 

the EU.
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OBE Phase 2 Participants 

05/10/2018
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ASPSPs

SERVICE PROVIDERS 
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Revocations 
& Disputes

Interfaces & 
SCA

Setup
eIDAS

Certificates

Registration 
& 

Passporting

Overview of XS2A E2E
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Global Unique Reference Number

Country + NCA code + Authorisation number

“SE-FI-12005”
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1.Implementation of PSD2, Open Banking 

and new APIs – potential new business 

models and revenue streams (and how to 

improve existing revenue streams)Registration & Passporting

Revocations 
& Disputes

Interfaces & 
SCA

Setup
eIDAS

Certificates

Registration 
& 

Passporting

905/10/2018
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Revocations & 
Disputes

Interfaces & 
SCA

Setup
eIDAS

Certificates

Registration & 
Passporting

Home

MSCA 
Host

MSCA 

Registration

Home 

Register

Passporting

MSCA approves/rejects Authorisation

MSCA approves/rejects request

TPP applies to Home MSCA

MSCA issues Registration Number

MSCA adds to Home Public RegisterTPP Notified of Authorisation 

TPP

TPP applies for Passporting
MSCA passes request to Host MSCA.

MSCA adds to Home Public RegisterTPP Notified of Passporting

[Updates to EBA Register]

Made publicly available online 

10

Registration and passporting

ASPSP

05/10/2018
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PDF Only (English), one Reg Numbers

Single Search Only (English), can’t separate Credit Institutions

Download (Dutch), own format, two Reg Numbers

Single Search Only (French), three Reg Numbers

x 31

[PI, EMI, Credit Institutions]

x 3

[Number of Member States]

Preta Analysis of EU National Authorities Data 
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OBE Work: Public Registers
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Creation of 

specifications 

for standardised 

NCA register 

handling

Engagements

& Regulatory 

Analysis

Test Data & 

Reference 

Implementations

Define Design Develop

…Audit of 31 registers, 

discussion with NCAs, 

leading 31 country books

…detailed interface specifications 

describing how to take data from 

a national register and import it 

into the directory

… working register import programs, secure api

and notification system for participants, 

operational data.

Revocations 
& Disputes

Interfaces & 
SCA

Setup
eIDAS

Certificates

Registration & 
Passporting

CUG
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Transposition status – September 2018

Full transposition:

• Austria

• Belgium

• Bulgaria

• Croatia

• Cyprus

• Czech Republic

• Denmark

• Estonia

• Finland

• France

• Germany

• Greece

• Hungary

• Ireland

• Italy

• Latvia

• Lithuania

• Luxembourg

• Poland

• Slovakia

• Slovenia

• Sweden

• United Kingdom

Closed User Group - OBE 13

© GeoNames, MSFT, Navteq
Powered by Bing
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National Updates – Registers readiness / Nov 2017

Closed User Group - OBE 14

Credit Institutions: Payment Institutions & Electronic Money Institutions:
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National Updates – Registers readiness / September 2018

Closed User Group - OBE 15

Credit Institutions Payment Inst. / E-money Inst.

© DSAT for MSFT, GeoNames, Navteq
Powered by Bing

© DSAT for MSFT, GeoNames, Navteq

Powered by Bing
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Romanian Public Register: Status Update

Closed User Group - OBE
16

RO Register Count

Credit 

Institutions
INSTITUTIILOR DE CREDIT 25

Payment 

Institutions
INSTITUŢIILOR DE PLATĂ 8

Electronic 

Money 

Institutions

INSTITUŢIILOR EMITENTE 

DE MONEDĂ 

ELECTRONICĂ

2

Others?
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Romanian Public Register: Status Update

Closed User Group - OBE
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We have developed a dedicated Interface to retrieve the 

Regulated Entities from the Romanian Register.

A questionnaire was sent to the 

Banca Nationala a Romaniei to 

get clarifications on:

 Regulatory Scope;

 Local Rules;

 Language issues.

Register details

The Public Register is missing the following information:

 PSD2 Services #7 and #8;

 Passporting Information: the Register contains information on 

Agents. Are these all the passporting-out details? What about 

free provision of services?
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1.Implementation of PSD2, Open Banking 

and new APIs – potential new business 

models and revenue streams (and how to 

improve existing revenue streams)eIDAS Certificates

Revocations 
& Disputes

Interfaces & 
SCA

Setup
eIDAS

Certificates

Registration 
& 

Passporting

1805/10/2018



© PRETA All rights reserved. PRETA S.A.S. is a wholly owned subsidiary of EBA CLEARING

OBE Work: ETSI/OBE – Certificates

05/10/2018
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Design & 

Standardisation: 

Handbook & 

Miniguides

Engagements

& Regulatory 

Analysis

Test Data & 

Reference 

Implementations

Define Design Develop

…MOU with ETSI to:

- QTSPs / CAB Forum

- Industry in Public Event

- EBA & NCAs…

…Preta OBE Security Model

… ETSI Technical Standard 

(draft)

… Full TS and EN in 2018.

… Test Personas & Test PSD2 Certificates.

… Azadian demonstration on 20 March 2018 for 

PSD2 Certificates & Setup – validated by EBA.

Revocations 
& Disputes

Interfaces & 
SCA

Setup
eIDAS

Certificates

Registration & 
Passporting
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Required PSD2 Data (EBA/EC) Revocations & 
Disputes

Interfaces & 
SCA

Setup
eIDAS

Certificates

Registration & 
Passporting

November 2017
Data 

Element

Authorisation 

Number of 

PSP

(single)

MSCA PSD2 Register

EU 2015/2366 Art.14

&

Data 

Source(s)
Data Profile 

Location

For QSEAL:

EU 910/2014 

Annex III - Field (c)

For QWAC:

EU 910/2014 

Annex IV - Field (c)

PSD2 Role(s) of 

PSP

(multiple)

Not specified For QSEAL:

Not specified

For QWAC:

Not specified

Name of Home 

Competent 

Authority 

(single)

Not specified

Data 

Format

As 

provided

from 

Source National Credit 

Institutions Registers

2013/36/EU Art.8

Not specified

Not specified For QSEAL:

Not specified

For QWAC:

Not specified

20
05/10/2018
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ETSI Status

05/10/2018
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At its plenary meeting of the 10th October, the 
European Telecommunications Standards Institute 
(ETSI) agreed to create a set of standards for PSD2 
eIDAS certificates, in accordance with the EBA RTS.

The new European Telecommunications Standards 
Institute (ETSI) PSD2 standards that OBE requested 
(as part of ERPB role): 

• Official confirmation of the ETSI New Work Item 
for PSD2 Certificates is here

• Timeline for delivery of the new PSD2 
Certificates standards document are here

• Details of the background discussions we had 
with ETSI for the ratification of PSD2 standards 
request is here

• The final standard ETSI TS 119 495 for 
publication is here

https://emea01.safelinks.protection.outlook.com/?url=http://www.etsi.org/membership/current-members&data=01|01|j.broxis@mybank.eu|ca28c13f793e44b21e3408d516cc7726|a716661474044f3494666fb44a5d2368|0&sdata=Ir3bDajc7CKZZrr316sbE4gtjmdisbMy4eQoqNcNtLI%3D&reserved=0
https://emea01.safelinks.protection.outlook.com/?url=http://www.etsi.org/membership/current-members&data=01|01|j.broxis@mybank.eu|ca28c13f793e44b21e3408d516cc7726|a716661474044f3494666fb44a5d2368|0&sdata=Ir3bDajc7CKZZrr316sbE4gtjmdisbMy4eQoqNcNtLI%3D&reserved=0
https://emea01.safelinks.protection.outlook.com/?url=https://portal.etsi.org/webapp/workProgram/Report_WorkItem.asp?wki_id%3D53961&data=01|01|j.broxis@mybank.eu|ca28c13f793e44b21e3408d516cc7726|a716661474044f3494666fb44a5d2368|0&sdata=cwBzsNwfN8mk8zthp47mXc7Lk2EXwC3VFwVmC9d68Lk%3D&reserved=0
https://emea01.safelinks.protection.outlook.com/?url=https://portal.etsi.org/webapp/workProgram/Report_Schedule.asp?WKI_ID%3D53961&data=01|01|j.broxis@mybank.eu|ca28c13f793e44b21e3408d516cc7726|a716661474044f3494666fb44a5d2368|0&sdata=2/c5CWFXBF7UeGCcGS0v11QVhuPb2d2ml8%2BNa9eRZLg%3D&reserved=0
https://emea01.safelinks.protection.outlook.com/?url=https://docbox.etsi.org/ESI/Open/ESI(17)60_035r1_Discussion_Document_on_PSD2_Requirements_for_Qualified_Cert.pdf&data=01|01|j.broxis@mybank.eu|ca28c13f793e44b21e3408d516cc7726|a716661474044f3494666fb44a5d2368|0&sdata=%2B7W/npytFYh2eTEpNvXXNnePtldSGrDQpJp7YAK1XB4%3D&reserved=0
http://www.etsi.org/deliver/etsi_ts/119400_119499/119495/01.01.01_60/ts_119495v010101p.pdf
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ASPSP Operational issues: Granting Access to the Account

ASPSPs have the obligation to allow access to regulated entities, and block access to those 
that do not have access. There is therefore a requirement that ASPSPs understand who is 
regulated.

Failure to properly authenticate, leads to the risk of unauthorised transactions and subsequent 
claims under PSD2, or unauthorised data sharing and subsequent claims under GDPR.

22

• ASPSPs will use eIDAS certificates for the 

Identification of a party.

• ASPSPs will use the National registers for the 

Authorisation of a party, i.e. understanding if a party is 

regulated and what that party is authorised to do.

Difficulties in interpreting the national registers require a 

consolidated source of information, such as the Open 

Banking Europe Directory.

CUG
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1.Implementation of PSD2, Open Banking 

and new APIs – potential new business 

models and revenue streams (and how to 

improve existing revenue streams)

A central, operational directory

2305/10/2018
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Regulatory Data

The PRETA Open Banking Europe Directory provides a single, trusted, & 

compliant source of standardised information for all active Regulated Entities 

that can perform Access To Account (XS2A) services and roles in Europe.

05/10/2018
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Operational Data

05/10/2018
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Regulatory Data

05/10/2018 26
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OBE Work: Public Registers

27

Creation of 

specifications 

for standardised 

NCA register 

handling

Engagements

& Regulatory 

Analysis

Test Data & 

Reference 

Implementations

Define Design Develop

…Audit of 31 registers, 

discussion with NCAs, 

leading 31 country books

…detailed interface specifications 

describing how to take data from 

a national register and import it 

into the directory

… working register import programs, secure api

and notification system for participants, 

operational data.

Revocations 
& Disputes

Interfaces & 
SCA

Setup
eIDAS

Certificates

Registration & 
Passporting

CUG
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Operational flow

28

NCA 

Register

NCA 

Register

NCA 

Register

Preta Directory
Regulatory Data

x31 Member States
Preta 

Directory

Cache

ASPSP

API 

Access 

Mgmt

System

Daily Refresh: Incremental

Hourly check

Entire Directory

Single entity

Notification: Real Time 

NCA 

Register

Closed User Group - OBE
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Single Regulated Entity

05/10/2018
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Participation model

05/10/2018 31
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ASPSP Participation model

Closed User Group - OBE
32

Can be service provider that 

distributes the PRETA directory to 

Regulated Entities (G-URN) that it 

has a relationship with.

Can be an ASPSP that distributes the 

PRETA directory for itself (as a 

licensee) and/or other Regulated 

Entitles in it’s group.

n.b. The Directory distributor can also be a PSP.

Regulated Entities hold licences with PRETA

Regulated Entities hold licences with PRETA

Directory Distributor
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1.Implementation of PSD2, Open Banking 

and new APIs – potential new business 

models and revenue streams (and how to 

improve existing revenue streams)

Moving forward

3305/10/2018
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Status of Directory work

Complete Software Development

• Integration with national registers: 

• Operational data: definition to be completed

• Industrialisation: there are a number of features that are 

not yet in place, but are being integrated such as audit 

reporting, dual verification and performance capacity.

• Security auditing: it is planned to perform an external 

audit of the code and to run penetration 

CUG
34

Complete Non-functional deliverables

• Operational Documentation and processes

• Helpdesk

• Legal terms and conditions

• Pricing model

Status of work

• Directory Version 1.0 (Test) is complete

• Directory Version 2.0 is underway

• Directory Version 2.0 and go live 2nd January 2019
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(1) OBE Directory

05/10/2018
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Design & 

Standardisation: 

Handbook & 

Miniguides

Engagements

& Regulatory 

Analysis

Test Data & 

Reference 

Implementations

Define Design Develop

…Industry Engagements 

via ECB, ERPB, NCAs
…Several special topic 

Miniguides drafted and under 

reviewed by PRETA OBE 

Stakeholders

… first draft of a pan-EU Data Model Standard

… on v0.3 of a Demo Directory, now open to 

PRETA OBE Stakeholders to play/review.

Revocations 
& Disputes

Interfaces & 
SCA

Setup
eIDAS

Certificates

Registration & 
Passporting
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(2) ETSI/OBE – Certificates

05/10/2018
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Design & 

Standardisation: 

Handbook & 

Miniguides

Engagements

& Regulatory 

Analysis

Test Data & 

Reference 

Implementations

Define Design Develop

…MOU with ETSI to:

- QTSPs / CAB Forum

- Industry in Public Event

- EBA & NCAs…

…Preta OBE Security Model

… ETSI Technical Standard 

(draft)

… Full TS and EN in 2018.

… Test Personas & Test PSD2 Certificates.

… Azadian demonstration on 20 March 2018 for 

PSD2 Certificates & Setup – validated by EBA.

Revocations 
& Disputes

Interfaces & 
SCA

Setup
eIDAS

Certificates

Registration & 
Passporting
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(3) Testing and conformance

CUG
37 37

Define Design DeliverDevelop

 TTF Definition

 Test Approach 

 Test Cases

 Test Harness Reqs

 Community

 Workshops

 Regulatory Analysis

 API Handbook

 Test Harness 

 Reference 

Implementations

 Bank Modules

 Test Tool

 Community Testing

 Reports for NCA Audit
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www.openbankingeurope.eu

05/10/2018
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For more information

www.openbankingeurope.eu

CUG 39


