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* Has worked in Industry since 1997.
» Director STEP2

* Founder of MyBank

* Managing Director PRETA

* Roles within PSD2 Community:
«  Member of ERPB PIS Working Group / Co Chair of Identity subgroup
« ERPB Liaison to e-Signatures and Infrastructure PSD2 Working Group

\_John .Broxis « Programme Manager for PRETA OBE
Managing Director, PRETA Currently based in Paris
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f you want to go fast, travel alone.
yQ‘u want to go far, travel togethe?\

roverb
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PRETA =UROPE

Trusted in EU Pan-EU Coverage Experts in the Market Community Led
EBA Clearing & Preta Preta has ability to reach all Our SMEs are connected Design Decisions made
MyBank have been Countries in the EU today, within EU for Interfaces, by consensus and priority,
delivering successfully through existing relationships, Regulatory Practices, and so Europe’s stakeholders
with Banks in Europe trust and operational International Standards can agree on standards

for over 10 years. branches. Organisations. before we all build XS2A.
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AUTHORITIES

Competent
Authorities
& Associations

Get support for
Regulatory Data
Standards reviews &
engage with EU
dialogue on NCA
data exchange
procedures

ASPSPs

Join fellow ASPSPs
as a stakeholder, to
design and implement
pan-EU PSD2 access
to account services.

Third Party
Providers

Sign-up to give early
input to Identity and
data mechanisms that

will help smooth XS2A

across the EU.

#elD.AS

ETSI___ )
()

Qualified Trust
Service Providers

Sign-up to engage
with PSD2 Certificate
Issues and show the
market that there are

services available.

\_)

Solution
Providers

Become a directory

distributor for client

deployments across
the EU.
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e Overview of XS2A E2E
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Global Unique Reference Number
Country + NCA code + Authorisation number

(ﬂ A “SE-FI-12005”

PRETA =UROPE

Registration
&
Passporting

Revocations
& Disputes

elDAS
Certificates

Interfaces &
SCA

Setup
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TPP
® TPP applies to Home MSCA

@ TPP Notified of Authorisation

® TPP applies for Passporting

@ TPP Notified of Passporting

05/10/2018

Registration

@ MSCA approves/rejects Authorisation
@® MSCA issues Registration Number
@ MSCA adds to Home Public Register

@ MSCA passes request to Host MSCA.

Passporting

@ MSCA adds to Home Public Register

@® MSCA approves/rejects request

Home Made publicly available online
Register 3 [Updates to EBA Register]

ASPSP

10
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robe. Preta Analysis of EU National Authorities Data

Home ContactUs Glossary  Disclaimer  Privacy Statement  Accessibility Statement

SiteMap  Gaeilge

Banc Ceannais na hEireann
Central Bank of Ireland

Eurosystem

Registers

ick a file name to view

o
+ Register of Crodit nstitutions
ji‘] Register of Credit Institutions as at 08 Sep 2017
s
iﬂ?jl Annual List of Licence Holders as at 05 Jan 2017
il
ﬂi] Register of Designated Credit Insfitutions as at 08 Sep 2017
[ Register of credit unions |
[ Register or Liteanc Non Lite Insurance undertakings |
[+ Register of Reinsurance Special Purpase |
[ Register of investment Firms (iFiD) |
[+ Registers of Firms authorised or Act, 1995 |

PDF Only (English), one Reg Numbers

FINANCIAL BAMK OF ENGLAND
CONDUCT PRUDENTIAL REGULATION
AUTHORITY AUTHORITY

Homs > Ssarch osults > Firm Dotalls > Googla Payment L

Saarch by company, parson, prodict, reference number or pestzode

@ savanced Search by business type and current status (@) Exchangss. marksts ard probiited indhiduats

Google Payment Limited

Status: Authorised Electronic Money Institution (Reference number: 300008)

“This s 2 firm that has our permission to issue electronic maney (s
© e
compiain

) and provise paym

48 Ottt s @ marbe B GiSDute With this e, Find o4k b

Q8 1t cannot be detarminad if FSCS covse would aoply 1o Ui fim. Flaase contact the firm dirscty to
understand whathar thair products/sarvicas wousd be coverad by FSCS.

Principal place of business

Adddress: 5 Miew Street Square Phane:
London

ECan TTW
UNITED KINGDOM

bl compilancadaogie.com

website:

See what ta do # vou bave been
scammed @ or think you have
been contacted by fraudsters

Contact the £Ca @@ for firm or
Consumer queries and Aegister
olp.

Contact the PRa @ for
prudential queries about banke,
uikling sexieties, credit uréans
Inauranes fiems,

[Number of Member States]

Single Search Only (English), can’t separate Credit Institutions [PIl, EMI, Credit Institutions]

Home Consumers Contact Nederlands B\

EUROSYSTEEM

‘About DNB Hue'es(ra[esand’n"aumlPaymsn(s Resolution Research Statistics Publications

S Information detail

Autherisztion

Share this page
Innovatinsub S

back fwing

=
Consumer and supsrvision

General

Pension funds

TInsurancs companies. Statutory name: GWK Amersfoort
Bublc ragistar Trade name:

— Deposit Guarantee Scheme Address: Stationsplein 73
‘j““”f”‘“"“ . Place of residence. Amersfoort
Tnancie ==rvice provicers Country: Netheriands
Settlement institution

Disclosure:
Pansion funds Chamber of Commerce 33143508

Actuarisl organisations

Forment nstions P P ——.
s

Premium pe:

e Contacts

Trust offices Business address

Sxchangs instiutons Addre: Place of residence:  Count

Electranic money institutions

Covered bonds Stationsplein 73 Amersfoort Netheriands

Download (Dutch), own format, two Reg Numbers

e de résultats
Activiek & Résultat de votre recherche
des ba ce ot
Dénomination sociale : HiPay
L 8

rément des Code banque (CIB]

entreprises du secteur
financier A Imprimer
0 France 0 Eurcpe. de puisment -

Les types d'sgrément

Dénomination sociale - Hif2y
Lea informations.
contenues dans Mo, commesciel: ALLOPASS
REGAFI Fome panaue - Sociésé par sxtions smpatés

Gode bangue (CI8) - 16458
Informations ACPR SIREN | 390334225
Dicisions de retrat LEI - S69500NGPARHBOTUTSS
d'ageément
Etablissement de paiement
Wi re dautorisation - Agrément ACPR
pubi

&n garde du

ure dextrcics - Personne morse | Sockisé
Autorité de conirdle
prudentiel et de. Adresse du sige social - 6 place du Colonel Bourgom
résolution

Code postal . 75012

o ria Vile - PARIS
== Pays : FRANCE
Téskphons : 0173036900
Aide
Glossaire
Uiens uthes

Single Search Only (French), three Reg Numbers
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E Work: Public Registers

Define

Develop
7 Creation of i

N

Engagements Test Data &

2 OBE_AT_Collected Data on Nations! Registers F..  f OBE_AT_Collected Data on National Registers v
2 OBE_BE_Collected Data on National Registers 8| OBE_BE_Collected Data on National Registers V il HOME  REGUATEDENTITES TIPS ASPSPS  DRECTORYDISTRBUTORS  GTSPS  SOLUTIONMANAGER  SUPPORT  LOGOL
7 OBE_BG_Data on National Registers 0.1 - OBE Collected Data on National Registers V0.3 i e T i S0k R ]
5% OBE_CY_Collected Data on National Registers -.. g OBE_CY_Collected Data on National Registers ... =
5 OBE_CY_Collected Dats on National Registers .. % OBE_CY Data on National Registers v0.1 =
7 OBE_CZ_Collected Dats on National Registers &/ OBE_CZ_Data on National Registers v0.1 — Search Reglsters W shisiDiletsd n
2 OBE_DE_Collected Data on Nationsl Registers F.. ;| OBE_DE_Collected Data on National Registers v =
- OBE_DK_Collected Data on National Registers . % OBE DK Data on National Registers v0.1 = Q Search Registers by name or Register id

| OBE_EE_Collected Data on National Registers F. OBE_EE_Data on National Registers v0.1
5 05E_E2_Collcted Dta on Natonal Registrs 1/ 0BE 62 Data on Natons! Registes 0.1 P — o X
- OBE_ES _Collected Data on National RegistersF.. ;| OBE_ES_Collected Data on National Registers v rern
87 OBE_FI_Collected Data on National Registers Fi. 8| OBE_FI_Collected Data on National Registers v nusma s A TPP Details
- OBE_FR_Collected Data on National RegistersF.. ;| OBE_FR_Collected Data on National Registers v Ausia A Financil Markd
7 OBE_GR_Collected Data on National Registers .. 8| OBE_GR_Collected Data on National Registers — e -
% OBE_HR _Collected Data on National Registers..  {§;: OBE_HR_Collected Data on National Registers . Register Information
7 OBE_HU_Collected Dats on National Registers &) OBE_HU_Collected Dats on National Registers .. . f— Sordes s i, A Tt iont
f: OBE_IE_Collected Dsta on Nationsl Registers Fi. 7 OBE_IE_Collected Data on National Registers v NS Gpur s o r oy S g Jussnunt as wiliex sR@Oassns fpiived iy 3 Bulgaria FsC Financial Supeq

Commisson

2 OBE_IS_Collected Data on National Registers Fi.. [ OBE_IS_ Collected Data on National Registers v : L .

= B Croatia HNB Hevatska Narod)
2 OBE_IT_Collected Data on Nations! Registers Fi.. [ OBE_IT_Collected Data on National Registers v . :

it e vy

2 OBE_LI_Collected Data on National Registers Fl..  f;; OBE_LLData on National Registersv0.1 Jevdos a0 recemee, orect s : » Cyns cx ContralBank o m

- rrer——T———
2 OBE_LT_Collected Data on National Registers F. 7 OBE_LT_Collected Dats on National Registers v o » = = ey
2 OBE_LU_Collected Data on National RegistersF..  {§; OBE_.LU_Collected Data on National Registers ... by Repubiic -
{5 OBE_LV_Collected Data on National Registers F.. %7 OBE_LV Collected Dats on Nationsl Registers v osprve P “ " D65 T U_Penrﬂar!kiﬂs Europe Directory API
5 0BE MT_Collected Data on Notional Registers ., OBE_MT_Collected Data on National Regstes.. ® b [ - .m.. I ® m— . B == ———
87 OBE_NL_Collected Data on National Registers .. 8| OBE_NL_Collected Data on National Registers e - o o :
7 OBE_NO_Collected Data on National Registers... ;| OBE_NO_Collected Data on National Registers... i mmnr | 5 el i fromsoel  Service/Passport
7 OBE_PL_Collected Data on National Registers F.. ;| OBE_PL_Collected Data on National Registers v & Money remitance © France ACPR Autorté de o

2 y == b (ACPR Regati
- OBE_PT_Collected Data on National Registers F.. ;| OBE_PT_Collected Data on National Registers v & ) .
- OBE_RO_Collected Data on National Registers ... /| OBE_RO_Data on National Registers v0.1 2 [w=—~]
% OBE_SE_Collected Data on National RegistersF.. ;| OBE_SE_Collected Data on National Registers v — e .
5. OBE_SI_Collected Data on National Registers E.. 7 OBE_SI_Collected Data on National Registers Fi... ’ A
5 OBE_SI_Collected Data on National Registers Pl.. (5 OBE_S| Data on National Registers v0.2
7 OBE_SK_Collected Data on National RegistersF.. [ OBE_SK_Data on National Registers 0.1 o [
{4 OBE_UK_Collected Data on National Registers .. : OBE_UK Collected Data on Naticnal Registers [ [T P ——
== St

...Audit of 31 registers,
discussion with NCAs,

leading 31 country books

...detailed interface specifications
describing how to take data from
a national register and import it
into the directory

CuUG

... working register import programs, secure api
and notification system for participants,

operational data.
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Transposition status — September 2018

Full transposition:
Austria
Belgium
Bulgaria
Croatia
Cyprus
Czech Republic
Denmark
Estonia
Finland
France

Germany

Closed User Group - OBE

Greece
Hungary
Ireland
Italy
Latvia
Lithuania
Luxembourg
Poland
Slovakia
Slovenia
Sweden

United Kingdom

13
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National Updates — Registers readiness / Nov 2017

Credit Institutions: Payment Institutions & Electronic Money Institutions:

- -
Powered by Bing Powered by Bing
© DSAT for MSFT, GeoNames, Navteq © DSAT for MSFT, GeoMames, Navteq

Closed User Group - OBE

14
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Credit Institutions Payment Inst. / E-money Inst.

Powered by Bing
eeeeeeeeeeeeeeeeeeeeeeeeeeee

Closed User Group - OBE

15
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Romanian Public Register: Status Update

D Open Banking Europe - Preta [ X =+
€& > C & httpsy//directory-uat.preta.eu/directory/regulated-entity/country-filter.. % H & ©@ © 0 O == © & &% | @
I I Romania Regulated Entities

Country Register PSP Category Competent Name Record Directory

Authority URN Version Status
RO BNR Credit Institution 10318789 IDEA BANK S.A. 2 Active
RO BNR Credit Institution 10556861 MARFIN BANK (ROMANIA) S.A. 2 Active
RO BNR Credit Institution 11447021 PATRIA BANK S.A. 2 Active
RO BNR Payment Institution 12402419 SMITH & SMITH S.R.L. 1 Active
RO BNR Payment Institution 14235694 WESTACO S.R.L. 1 Active
RO BMR Credit Institution 14622194 ProCredit Bank 5.A. 2 Active
RO BNR Payment Institution 15901855 TBI CREDIT IFN S.A. 1 Active
RO BNR Credit Institution 1596646 BANCA ROMANA DE CREDITE S 2 Active

INVESTITII SA
RO BNR Payment Institution 16036850 ERB RETAIL SERVICES IFN S.A. 1 Active
RO BNR Payment Institution 16334236 BRD Finance IFN S.A. 1 Active
RO BNR Payment Institution 16409339 SPEED TRANSFER FINANCIAR S.R.L. 1 Active
RO BNR Credit Institution 16489311 PORSCHE BANK ROMANIA S.A. 2 Active
RO BNR Credit Institution 199915 BANK LEUMI ROMANIA S.A. 2 Active
RO BNR Payment Institution 21522090 MERIDIANA-TRANSFER DE BANI 1 Active
SRL

B0 (=1} Elact AA, 221 7N5AE CADITAL CINAKMCIAL CEDVICES € A 1 Artivia

Closed User Group - OBE

Credit
Institutions

INSTITUTIILOR DE CREDIT

Payment INSTITUTIILOR DE PLATA 5
Institutions
Electronic INSTITUTIHIILOR EMITENTE
Money DE MONEDA
Institutions ELECTRONICA
Others?
16
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_robt” Romanian Public Register: Status Update

We have developed a dedicated Interface to retrieve the .
Regulated Entities from the Romanian Register. 2 Scope and Understanding

‘We understand that only thoee entities thet have been granted tha right to perform the following
Paymant Servicas as defined in Annex | of PSDE are allowed to perform Access to Account

A questionnaire was sent to the G et S

B an C a. N ati O n al a a RO m a.n i ei to ?anl:éﬂ:gns.of payment instruments andfor acquiring of payment| FIIS
get Clarifications On: 7. Payment irifiaion sarices. PIS
= Regulatory Scope;

= L O C a.I R u I eS ; | @1 | Do you have any comments on this analysis?

= Language issues. .

Q2. Permisslon to parform such services

‘We furthar undarstand that the organisations that can be granted permission to parfomm such
‘services ara:

PIS AlS FIS

Register details

The Public Register is missing the following information: —— v v v
= PSD2 Services #7 and #8;

B . ) ) B . mw%:“m?%s$§;NHarsara a new type of entity created by PSD2 [Article ref],
= Passporting Information: the Register contains information on |

Agents. Are these all the passporting-out details? What about
free provision of services?

Closed User Group - OBE
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elDAS Certificates

Registration elDAS

2 Interfaces & Revocations

SCA & Disputes

Passporting Certificates

18



OPEN
=UROPE

Define

Engagements
& Regulatory
Analysis

esiu7ie0 035t
ETSI / ERPB PIS Experts PSD2 Workshop
Discussion Document on PSD2
Requirements for Qualified Certificate
Date: 10 Oct 2017

...MOU with ETSI to:

- QTSPs / CAB Forum

- Industry in Public Event
- EBA & NCAs...

05/10/2018

OBE Work: ETSI/OBE - Certificates

N Design &
AN ‘ Standardisation:

Handbook &

ETSI % \
PRETA Op

Security Model, i and (ES);

Certificates Sector Specific Requirements;

Qualified Certificate Profiles and TSP Policy Requirements
under the payment services Directive 2015/2366/EU;

Release
Sfatus: V1.0 For Discussh
Classification: Closed Use|

Copyright @ 2017

This document is the prog o =y
confidental A
Toie document o the

CLEARING. The
or distribu |edwnh utPRET

...Preta OBE Security Model
... ETSI Technical Standard
(draft)

. Full TS and EN in 2018.

Revocations
Setup SCA & Disputes

Interfaces &

elDAS
Certificates

Registration &
Passporting

Develop

Test Data &
Reference
Implementations

n CEF Digital
Connecting Europe

Trusted List Browser

W ustria Oiscover signup wioas peoz aceuss JEERY
— e date 2017-12-15

Croatia
Issue date 2018-02-22
rk

Congratulations!

Current Applications

Example TTP Payments App

Example TPP payments a . Shop and pay straight from your bank accaunt

Italy Clentld N
Is5ue date 2018-02-05

rect

rices

c74bbBSdeass

. Test Personas & Test PSD2 Certificates.
. Azadian demonstration on 20 March 2018 for
PSD2 Certificates & Setup — validated by EBA.

19
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November 2017

Article 34
Certificates

For the purpose of identification, as referred to in Article 22(2)(a), payment service
providers shall rely on qualified certificates for electronic seals as referred to in
il ] dofthe

Required PSD2 Data (EBA/EC)

Data
Element

Registration &

Passporting

Data
Format

Certificates

Data
Source(s)

Interfaces & Revocations &
SCA Disputes

Data Profile
Location

Council or for website authentication as referred to in Article 3(39) of that
Regulation.

For the purpose of this Regulation, the registration number as referred to in the
official records in accordance with Annex III (c¢) or Annex IV (c) to Regulation (EU)
No 910/2014 shall be the authorisation number of the payment service provider
issuing card-based payment instruments, the account information service providers
and payment initiation service providers, including account servicing payment
service providers providing such services, available in the public register of the home
Member State pursuant to Article 14 of Directive (EU) 2015/2366 or resulting from
the notifications of every authorisation granted under Article 8 of Directive
2013/36/EU of the European Parliament and of the Council® in accordance with
Article 20 of that Directive.

For the purposes of this Regulation, qualified certificates for electronic seals or for
website authentication referred to in paragraph 1 shall include, in a language
customary in the sphere of international finance, additional specific attributes in
relation to each of the following:

(a) the role of the payment service provider, which maybe one or more of the
following:

(1) account servicing;
(i) payment initiation;
(111) account information;

(1v) 1ssuing of card-based payment instruments;

(b) the name of the competent authorities where the payment service provider is
registered.

Authorisation
Number of
PSP
(single)

As
provided
from
Source

MSCA PSD2 Register
EU 2015/2366 Art.14
&

National Credit
Institutions Registers
2013/36/EU Art.8

For QSEAL.:
EU 910/2014
Annex Il - Field (c)

For QWAC:
EU 910/2014
Annex IV - Field (c)

PSD2 Role(s) of

PSP
(multiple)

Not specified

Not specified

For QSEAL.:
Not specified

For QWAC:
Not specified

The attributes referred to in paragraph 3 shall not affect the interoperability and
recognition of qualified certificates for electronic seals or website authentication.

05/10/2018

Name of Home

Competent
Authority
(single)

Not specified

Not specified

For QSEAL.:
Not specified

For QWAC:
Not specified

20



o ETSI Status

ETSI TS 119 495 vi1.1.1 2018.05)
At its plenary meeting of the 10" October, the &
European Telecommunications Standards Institute |
(ETSI) agreed to create a set of standards for PSD2

elDAS certificates, in accordance with the EBA RTS.
The new European Telecommunications Standards

,v1 \
- ETSIZL
!—*'\\& //\

. '\!‘E' — ‘-
Institute (ETSI) PSD2 standards that OBE requested TECHNICAL SPECIFICATION
(as part of ERPB role):
« Official confirmation of the ETSI New Work Item oL s Ss E ere n
for PSD2 Certiﬁcates iS here Qualified Certificate Profiles and TSP Policy Requirements

under the payment services Directive (EU) 2015/2366

« Timeline for delivery of the new PSD2
Certificates standards document are here

» Details of the background discussions we had
with ETSI for the ratification of PSD2 standards
request is here

e The final standard ETSI TS 119 495 for
publication is here

05/10/2018


https://emea01.safelinks.protection.outlook.com/?url=http://www.etsi.org/membership/current-members&data=01|01|j.broxis@mybank.eu|ca28c13f793e44b21e3408d516cc7726|a716661474044f3494666fb44a5d2368|0&sdata=Ir3bDajc7CKZZrr316sbE4gtjmdisbMy4eQoqNcNtLI%3D&reserved=0
https://emea01.safelinks.protection.outlook.com/?url=http://www.etsi.org/membership/current-members&data=01|01|j.broxis@mybank.eu|ca28c13f793e44b21e3408d516cc7726|a716661474044f3494666fb44a5d2368|0&sdata=Ir3bDajc7CKZZrr316sbE4gtjmdisbMy4eQoqNcNtLI%3D&reserved=0
https://emea01.safelinks.protection.outlook.com/?url=https://portal.etsi.org/webapp/workProgram/Report_WorkItem.asp?wki_id%3D53961&data=01|01|j.broxis@mybank.eu|ca28c13f793e44b21e3408d516cc7726|a716661474044f3494666fb44a5d2368|0&sdata=cwBzsNwfN8mk8zthp47mXc7Lk2EXwC3VFwVmC9d68Lk%3D&reserved=0
https://emea01.safelinks.protection.outlook.com/?url=https://portal.etsi.org/webapp/workProgram/Report_Schedule.asp?WKI_ID%3D53961&data=01|01|j.broxis@mybank.eu|ca28c13f793e44b21e3408d516cc7726|a716661474044f3494666fb44a5d2368|0&sdata=2/c5CWFXBF7UeGCcGS0v11QVhuPb2d2ml8%2BNa9eRZLg%3D&reserved=0
https://emea01.safelinks.protection.outlook.com/?url=https://docbox.etsi.org/ESI/Open/ESI(17)60_035r1_Discussion_Document_on_PSD2_Requirements_for_Qualified_Cert.pdf&data=01|01|j.broxis@mybank.eu|ca28c13f793e44b21e3408d516cc7726|a716661474044f3494666fb44a5d2368|0&sdata=%2B7W/npytFYh2eTEpNvXXNnePtldSGrDQpJp7YAK1XB4%3D&reserved=0
http://www.etsi.org/deliver/etsi_ts/119400_119499/119495/01.01.01_60/ts_119495v010101p.pdf

OPEN

robt ASPSP Operational issues: Granting Access to the Account

ASPSPs have the obligation to allow access to regulated entities, and block access to those

that do not have access. There is therefore a requirement that ASPSPs understand who is
regulated.

Failure to properly authenticate, leads to the risk of unauthorised transactions and subsequent
claims under PSD2, or unauthorised data sharing and subsequent claims under GDPR.

* ASPSPs will use elDAS certificates for the
Identification of a party.
« ASPSPs will use the National registers for the

Certificates

+ Authorisation
number

+ Competent

Authority

Authorisation of a party, i.e. understanding if a party is
regulated and what that party is authorised to do.

Registers Directory

Difficulties in interpreting the national registers require a
consolidated source of information, such as the Open
Banking Europe Directory.

Authorisation

» Authorisation
number

number
* Roles
+ Passporting
information

* Roles
» Passporting
information

Authorisation
Check

CuUG 22



The PRETA Open Banking Europe Directory

PRETA's Open Banking Europe Directory provides a single & compliant
source of standardised information about active Regulated Entities that
can perform Access To Account (XS2A) services in Europe.

L e by i 8

Why Has The Directory Been Created?

Under PSD2, Account Servicing Payment Servioes Providers (ASPSPs) are obliged to allow Payment Service
Providers (PSPs) with the appropriste payment services authorisations to access their customer accounts
and to prevent access % any organisation without these authorisaions.

Any fallure 1o properly authenticate these PSPs will risk Lnauthorised transactions or unauthorised data
sharing and kater claims under PSD2, or the General Data Protection Regutation (GDPR).

So, how will this authensication take place? The common understanding is that ASPSPs will use

BJ
8 4

elDAS National Competent
Certificates Authority Registers
For identification, Le. understanding whether For authorisation, Le. understanding whether a party
a party is actually the party they claim to be. is regulated and what they are authorised to do
How Does The Directory Support PSD2 XS2A?

The Directory provides a single, standardizsed reference point for ASPSPs and Third Party Providers (TPPs).
ASPSP: use it to accurately identify which TPPs are authorised ta access their interfaces, and TPPs can
use it to locate the ASPSP interfaces that they need 10 Lse 10 access the ASPSP's customer accounts.

Al of the information available in the Directory can be easlly accessed either by using the Srowser
based Graphical Uses Interface (GUI) of by downloading using the Directory's Application Prograr

Ps and TPPs access to the latest XS24 information, whenever they need it

ning

A central, operational directory
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Regulatory Data

The PRETA Open Banking Europe Directory provides a single, trusted, &
compliant source of standardised information for all active Regulated Entities
that can perform Access To Account (XS2A) services and roles in Europe.
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Operational Data
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Operational Data

The Directory also contains information about ASPSPs that can be used by TPPs to identify the endpoints
offered by ASPSPs and information about TPPs that can be used by ASPSPs to help interact with them.

[

TPPs

[

ASPSPs

-

Provide Contact Details

]

Provide Endpoints & Contact Details

—

S~—

—
__-—-""'/

7\

PRETA

DIRECTORY

TPP Data Available to ASPSPs

ASPSP Data Available to TPPs
E EEEEEEEEEEEEEEEEEETDR

il

ASPSP

, I

TPP
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© PRETA All rights reserved. PRETA S.A.S. is a wholly owned subsidiary of EBA CLEARING
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elDAS
Certificates

Revocations
& Disputes

Registration &
Passporting

Interfaces &
SCA

Setup

E Work: Public Registers

Define

Develop
7 Creation of i

N

Engagements Test Data &

2 OBE_AT_Collected Data on Nations! Registers F..  f OBE_AT_Collected Data on National Registers v
2 OBE_BE_Collected Data on National Registers 8| OBE_BE_Collected Data on National Registers V il HOME  REGUATEDENTITES TIPS ASPSPS  DRECTORYDISTRBUTORS  GTSPS  SOLUTIONMANAGER  SUPPORT  LOGOL
7 OBE_BG_Data on National Registers 0.1 - OBE Collected Data on National Registers V0.3 i e T i S0k R ]
5% OBE_CY_Collected Data on National Registers -.. g OBE_CY_Collected Data on National Registers ... =
5 OBE_CY_Collected Dats on National Registers .. % OBE_CY Data on National Registers v0.1 =
7 OBE_CZ_Collected Dats on National Registers &/ OBE_CZ_Data on National Registers v0.1 — Search Reglsters W shisiDiletsd n
2 OBE_DE_Collected Data on Nationsl Registers F.. ;| OBE_DE_Collected Data on National Registers v =
- OBE_DK_Collected Data on National Registers . % OBE DK Data on National Registers v0.1 = Q Search Registers by name or Register id
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- OBE_ES _Collected Data on National RegistersF.. ;| OBE_ES_Collected Data on National Registers v rern
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% OBE_HR _Collected Data on National Registers..  {§;: OBE_HR_Collected Data on National Registers . Register Information
7 OBE_HU_Collected Dats on National Registers &) OBE_HU_Collected Dats on National Registers .. . f— Sordes s i, A Tt iont
f: OBE_IE_Collected Dsta on Nationsl Registers Fi. 7 OBE_IE_Collected Data on National Registers v NS Gpur s o r oy S g Jussnunt as wiliex sR@Oassns fpiived iy 3 Bulgaria FsC Financial Supeq

Commisson

2 OBE_IS_Collected Data on National Registers Fi.. [ OBE_IS_ Collected Data on National Registers v : L .

= B Croatia HNB Hevatska Narod)
2 OBE_IT_Collected Data on Nations! Registers Fi.. [ OBE_IT_Collected Data on National Registers v . :

it e vy

2 OBE_LI_Collected Data on National Registers Fl..  f;; OBE_LLData on National Registersv0.1 Jevdos a0 recemee, orect s : » Cyns cx ContralBank o m

- rrer——T———
2 OBE_LT_Collected Data on National Registers F. 7 OBE_LT_Collected Dats on National Registers v o » = = ey
2 OBE_LU_Collected Data on National RegistersF..  {§; OBE_.LU_Collected Data on National Registers ... by Repubiic -
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5. OBE_SI_Collected Data on National Registers E.. 7 OBE_SI_Collected Data on National Registers Fi... ’ A
5 OBE_SI_Collected Data on National Registers Pl.. (5 OBE_S| Data on National Registers v0.2
7 OBE_SK_Collected Data on National RegistersF.. [ OBE_SK_Data on National Registers 0.1 o [
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== St

...Audit of 31 registers,
discussion with NCAs,

leading 31 country books

...detailed interface specifications
describing how to take data from
a national register and import it
into the directory

CuUG

... working register import programs, secure api
and notification system for participants,

operational data.
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Operational flow

NCA
Register
NCA
Register

Hourly check

v

Entire Directory

~

N
7

Daily Refresh: Incremental

API
Regulatory Data ~ - Preta Access
— x31 Member States Preta Directory - Directory Mgmt
Cache System
> Notification: Real Time ASPSP
Register "
____________ )
~— f ————————————
NCA N~ — : : > ~——
Register Single entity
1. Whenever a new NCA Register becomes available, the Directory will access the Register to download its
Regulatory Data and then standardise it, before making it available in the Directory.
2. ASPSPs can download a cache of all of the Regulatory Data held by the Directory and view it using the
Directory’s browser-based interface. TPPs can download and view their own Regulatory Data.
3. The Directory will check every NCA Reqgister once an hour for updates. If the Directory identifies that
critical Regulatory Data has changed, a notification will automatically be sent (by web hook and/or email).
When an ASPSP or TPP receives a notification, they can download the updated Data, ensuring that they
always have the most accurate Regulatory Data available to them.
28
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° @ http://www.fise/en/our-registers/company-register/details?id=72257

D P E N . . = Preta Open Banking Europe - D.. = Banca d'ltalia - Albi ed elenchi .. = Banco de Espafia - Registros de...
S I n g | e Re g u | a te d E n tI ty % MyBank¥  Industry ¥ = Office 365 ¥ = Sharepoint¥ = Freelancer¥ ' Admin¥ ' Data¥ ' Soc
::LJFQ(:)F)EE ANSp
S &
< 7
< - . )
2 ~  We supervise the financial markets
- o]
JPEN ¥ A%
= HOME REGULATED ENTITIES TPPS A
) CONSUMER PROTECTION FINANCIAL STABILITY
Global URN (O SE-FI-45002 Direct Participant
Directory Status Start » Our registers » Company register >
Record Version 5

Record Date

Record Created By

Regulated Entity

Role Passports

Passport Role

AlS

2018-01-19 19:32:59
Download-SE-FI

Competent Authority Source URL http://www.fi.se/en/our-registers/company-register/details?

id=72257

FI - Finansinspektionen (FI)

45002

SE-Sweden Norrtullsgatan 6
113 29 STOCKHOLM
Trustly Group AB

Payment Institution Sweden

Countries
AT,BE,BG,CY,CZ,DE,DK,EE,ES,FI,FR,GB,GR,HU,IE,IT,LT,LU,LV,MT,NL,PL,PT,RO,SE,SI|,SK,SM

AT,BE,BG,CY,CZ,DE,DK,EE,ES,FI,FR,GB,GR,HUL,IE,IT,LT,LU,LV,MT,NL,PL,PT,RO,SE,SI,SK,5M

Company register

Trustly Group AB

Address Norrtullsgatan 6

113 29 STOCKHOLM
Telephone 08-5052 11 20
Category Payment institution
Other business
Corporate ID number 556754-8655

Fl identification number 45002

Authorization

3/20/2015 Inldsa transaktionsbelopp
10/29/2010 Genomféra betaltransaktioner
10/29/2010 Penningdverféring
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“\ 2 Home TPPs ASPSPs QTSPs Solution Manager Logout
pReTa ZUROPE

Directory ARl<

B 4a ’ B3 Open Banking Europe - Pre ‘ @& Basic business card of entity ‘ @w Search by Institution or Indi I oo Authorized activities as of E Swagger Ul X } + v = g X
& - O GD & https://directory-te.preta.eu/swagger/index.html?url=/directory/static/directory/api/swagger.jsor ;A( {5 ﬂ\_ @ ‘;
Style MyBank Social Industry Office 365 Sharepoint Freelancer Admin Data PRETA OBE & Zoho r_l Office 365

The Preta OBE Directory maintai

Open Banking Europe Directory APl ®
Security sl e e

/directory/static/directory/api/swagger.json

Access to the APIs is over HTTF
provided to all calls in the heade

This is an early access version of the Preta Open Banking Europe Directory API.

Terms of service

U Sage Pat‘terns Find out more about Open Banking Europe

We anticipate 2 usage patterns 1

Schemes

1. Directory Participants will

changes (i.e. new version:

2. Directory Participants will

regulatedEntitv Regulatory Data on Legal Entities as provided by National Competent Authorities %
E.g. for Regulatory Data tt i
by dashes <2 Dlglt Countr “ /regulatedEntity Get all Regulated Entity changes since the value of the parameter:recordDate. = ‘
ﬂ /regulatedEntity/{globalUrn} Find the lastest Regulated Entity Details by Global URN B ‘
Models Y

Detailed field level specification
. , O Type here to search

05/10/2018
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Participation model

© PRETA All rights reserved. PRETA S.A.S. is a wholly owned subsidiary of EBA CLEARING
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ron: ASPSP Participation model

Directory Distributor

Can be an ASPSP that distributes the
PRETA directory for itself (as a
licensee) and/or other Regulated
Entitles in it's group.

@M —

Can be service provider that
distributes the PRETA directory to
Regulated Entities (G-URN) that it
has a relationship with.

@ 4 (=

n.b. The Directory distributor can also be a PSP.

Regulated Entities hold licences with PRETA

1 QD 1 G 1 G 11 G 11 G 11 G 11

Regulated Entities hold licences with PRETA

Closed User Group - OBE
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orobe” Status of Directory work

Status of work
* Directory Version 1.0 (Test) is complete

« Directory Version 2.0 is underway

Complete Software Development
« Integration with national registers:
» Operational data: definition to be completed

* Industrialisation: there are a number of features that are
not yet in place, but are being integrated such as audit
reporting, dual verification and performance capacity.

» Security auditing: it is planned to perform an external
audit of the code and to run penetration

« Directory Version 2.0 and go live 2"d January 2019

CuUG

Complete Non-functional deliverables

Operational Documentation and processes
Helpdesk
Legal terms and conditions

Pricing model
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(1) OBE Directory

Define

Engagements
& Regulatory
Analysis

)

7 Design &
Standardisation:
Handbook &
Miniguides

ECB Message

f—
e T~
Vorsion
5 November 20 PRETA A
PRETA
PRET, ﬂ
Security PRE PRETA
Euro Retail Payments Board (ERPB) Certiicatq
Release TPy PRETA
SehsVY API Catalogy . .
PR PRETA Open Banking services
Gt

Final Report of the ERPB Working Group on
Payment Initiation Services

Release Security Model, Intemet Protocols and Qualified
Sensvi0 For0] Cortficates

Classifcaton: Closeq

Copyright & 2017

ERPB Meeting 29 November 2017

Copyright ® 2017

This document is the propery of PRETA SAS. The information contained herein is

...Industry Engagements

...Several special topic
via ECB, ERPB, NCAs

Miniguides drafted and under
reviewed by PRETA OBE
Stakeholders

05/10/2018

elDAS
Certificates

Registration &

Revocations
Passporting

Setup & Disputes

Interfaces &
SCA

Develop

Test Data &
Reference
Implementations

Welcome

Welcome to the Preta PSD2 Third Party Providers directory. Please select your role below to access directory information.

FOR ASPSPS THIRD PARTY PROVIDERS SOLUTION MANAGER

Search TPPs

Search ASPSPs Onboard TPPs

Directory Downloads Directory Downloads Onboard ASPSPs

Register your APIs Register for Bank APis Manage Users

Manage your access Manage your application access Manage Registers

Manage your access

... first draft of a pan-EU Data Model Standard
... on v0.3 of a Demo Directory, now open to
PRETA OBE Stakeholders to play/review.
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Define

Engagements
& Regulatory
Analysis

esiu7ie0 035t
ETSI / ERPB PIS Experts PSD2 Workshop
Discussion Document on PSD2
Requirements for Qualified Certificate
Date: 10 Oct 2017

...MOU with ETSI to:

- QTSPs / CAB Forum

- Industry in Public Event
- EBA & NCAs...

05/10/2018

(2) ETSI/OBE - Certificates

N Design &
AN ‘ Standardisation:

Handbook &

ETSI % \
PRETA Op

Security Model, i and (ES);

Certificates Sector Specific Requirements;

Qualified Certificate Profiles and TSP Policy Requirements
under the payment services Directive 2015/2366/EU;

Release
Sfatus: V1.0 For Discussh
Classification: Closed Use|

Copyright @ 2017

This document is the prog o =y
confidental A
Toie document o the

CLEARING. The
or distribu |edwnh utPRET

...Preta OBE Security Model
... ETSI Technical Standard
(draft)

. Full TS and EN in 2018.

Revocations
Setup SCA & Disputes

Interfaces &

elDAS
Certificates

Registration &
Passporting

Develop

Test Data &
Reference
Implementations

n CEF Digital
Connecting Europe

Trusted List Browser

W ustria Oiscover signup wioas peoz aceuss JEERY
— e date 2017-12-15

Croatia
Issue date 2018-02-22
rk

Congratulations!

Current Applications

Example TTP Payments App

Example TPP payments a . Shop and pay straight from your bank accaunt

Italy Clentld N
Is5ue date 2018-02-05

rect

rices

c74bbBSdeass

. Test Personas & Test PSD2 Certificates.
. Azadian demonstration on 20 March 2018 for
PSD2 Certificates & Setup — validated by EBA.
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Define

Design

Develop

0 Community

O Workshops

0 Regulatory Analysis
O API Handbook

O TTF Definition

U Test Approach

U Test Cases

U Test Harness Reqs

CuUG

O Test Harness
1 Reference
Implementations

Deliver

U Bank Modules

O Test Tool

O Community Testing

U Reports for NCA Audit
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www.openbankingeurope.eu

Open Banking Europe - Buildin:

C @ PRETASAS [FR] | https://www.openbankingeurope.eu

JPEN
zUROPE

HOME WHO WE ARE COMMUNITY

BUILDING A DIGITAL EUROPE

TOGETHER

Open Banking Europe supports the regulatory aims of facilitating innovation,
competition and efficiency, giving consumers more choice and higher
security for online payments in the EU.

We do this by bringing market players together and turning regulatory
requirements into operational reality. At the heart of this

are the OBE directory services that will be the

trusted reference for the industry.

RESOURCES

NEWS & EVENTS
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For more information

www.openbankingeurope.eu

CuUG
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